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Abstract: This scheme provides data owners more direct 

control on access policies. However, CP-ABE schemes to 

data access control for cloud storage systems are arduous 

because of the attribute revocation quandary. So This paper 

engender survey on efficient and revocable data access 

control scheme for multi-ascendancy cloud storage 

systems, where there are multiple ascendant entities 

cooperate and each ascendancy is able to issue attributes 

independently. Concretely, this paper surveys a revocable 

multi-ascendancy CP-ABE scheme. The attribute 

revocation method can efficiently achieve both forward 

security and rearward security. This survey shows that 

revocable multi-ascendancy CP-ABE scheme is secure in 

the desultory oracle model and is more efficient than 

precedent multi-ascendancy CP-ABE. In a Cloud 

computing the data security achieved by Data Access 

Control Scheme. Cipher text-Policy Attribute-predicated 

Encryption (CP-ABE) is considered as one of the most 

felicitous scheme for data access control in cloud storage.  

. 
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I. INTRODUCTION 
    In CEP systems, however, the provider of an event loses 

control on the distribution of dependent event streams. This 

constitutes a major security quandary, sanctioning an 

adversary to infer information on confidential ingoing 

event streams of the CEP system. In business processes, it 

is essential to detect inconsistencies or failures early. For 

example, in manufacturing and logistics processes, items 

are tracked perpetually to detect loss or to reroute them 

during convey. To answer this need intricate event 

processing (CEP) systems have evolved as a key paradigm 

for business and industrial applications. CEP systems 

sanction to detect situations by performing operations on 

event streams which emerge from sensors all over the 

world, e.g. from packet tracking contrivances. While, 

traditionally event processing systems have applied potent 

operators in a central way, the emerging increase of event 

sources and event consumers have raised the desideratum 

to reduce the communication load by distributed in-

network processing of stream operations. In advisement, 

the collaborative nature of today’s economy results in large-

scale networks, where different users, companies, or groups 

exchange events. As a result, event processing networks are 

heterogeneous in terms of processing capabilities and 

technologies, consist of differing participants, and are spread 

across multiple security domains. However, the incrementing 

interoperability of CEP applications raises the question of 

security.  It is not feasible for a central instance to manage 

access control for the whole network. Instead, every 

engenderer of information should be able to control how its 

engendered data can be accessed. Current work in providing 

security for event-predicated systems covers already 

confidentiality of individual event streams and the sanction of 

network participants. 

 

II. RELATED WORK 

A. Existing system 

    This incipient paradigm of data hosting and data access 

accommodations introduces a great challenge to data access 

control. Because the cloud server cannot be plenarily trusted 

by data owners, they can no longer rely on servers to do 

access control. Cipher text-Policy Attribute-predicated 

Encryption (CP-ABE) is regarded as one of the most 

congruous technologies for data access control in cloud 

storage systems, because it gives the data owner more direct 

control on access policies. In CP-ABE scheme, there is an 

ascendancy that is responsible for attribute management and 

key distribution. 

 

1. Disadvantages of existing system: 

    Chase’s multi-ascendancy CP-ABE protocol sanctions the 

central ascendancy to decrypt all the cipher texts, since it 

holds the master key of the system. Chase’s protocol does not 

fortify sat encomium revocation. 

 

B. Proposed system 

     Then, we apply our proposed revocable multi-ascendancy 

CP-ABE scheme as the underlying techniques to construct the 

expressive and secure data access control scheme for multi-

ascendancy cloud storage systems. In this paper, we first 

propose a revocable multi authority CP-ABE scheme, where 

an efficient and secure revocation method is proposed to solve 

the attribute revocation quandary in the system. Our attribute 
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revocation method is efficient in the sense that it incurs less 

communication cost and computation cost, and is secure in 

the sense that it can achieve both rearward security (The 

revoked utilize cannot decrypt any incipient cipher text that 

requires the revoked attribute to decrypt) and forward 

security (The incipiently joined utilize can withal decrypt 

the aforetime published ciphertexts1, if it has sufficient. 

attributes). Our scheme does not require the server to be 

planarity trusted, because the key update is enforced by 

each attribute ascendancy not the server. Even if the server 

is not semi trusted in some scenarios, our scheme can still 

guarantee the rearward security.  

1. Advantages of proposed system: 

     We modify the framework of the scheme and make it 

more practical to cloud storage systems, in which data 

owners are not involved in the key generation. We greatly 

amend the efficiency of the attribute revocation method. 

We withal highly ameliorate the expressiveness of our 

access control scheme, where we abstract the inhibition 

that each attribute can only appear at most once in a cipher 

text. 

III. IMPLEMENTATION 

A. Certificate Ascendancy 

     However, the CA is not involved in any attribute 

management and the engenderment of secret keys that are 

associated with attributes. For example, the CA can be the 

Convivial Security Administration, an independent agency 

of the Amalgamated States regime. For each licit utilizer in 

the system, the CA assigns an ecumenical unique utilizer 

identity to it and withal engenders an ecumenical public 

key for this utilizer. Each utilizer will be issued a 

Gregarious Security Number (SSN) as its ecumenical 

identity. The CA is ecumenical trusted certificate 

ascendancy in the system. It establishes the system and 

accepts the registration of all the users and AAs in the 

system.  

 

B. Attribute Ascendant entities 

    Every AA is an independent attribute ascendancy that is 

responsible for entitling and revoking user’s attributes 

according to their role or identity in its domain. In our 

scheme, every attribute is associated with a single AA, but 

each AA can manage an arbitrary number of attributes. 

Every AA has full control over the structure and semantics 

of its attributes. Each AA is responsible for engendering a 

public attribute key for each attribute it manages and a 

secret key for each utilizer reflecting his/her attributes. 

 

C. Data Consumers 

    Each utilizer has an ecumenical identity in the system. A 

utilizer may be entitled a set of attributes which may 

emanate from multiple attribute ascendant entities. The 

utilizer will receive a secret key associated with its 

attributes entitled by the corresponding attribute ascendant 

entities. 

 

F. Data Owners 

    The owner defines the access policies over attributes 

from multiple attribute ascendant entities and encrypts the 

content keys under the policies. Each owner first divides the 

data into several components according to the logic 

granularities and encrypts each data component with different 

content keys by utilizing symmetric encryption techniques.  

 

E. Cloud Server 

    Then, the owner sends the encrypted data to the cloud 

server together with the ciphertexts. They do not rely on the 

server to do data access control. But, the access control 

transpires inside the cryptography. That is only when the 

user’s attributes gratify the access policy defined in the cipher 

text; the utilizer is able to decrypt the ciphertext. Thus, users 

with different attributes can decrypt different number of 

content keys and thus obtain different granularities of 

information from the same data. 

 

IV. EXPERIMENTAL RESULT 

 
Fig1. Admin Login. 

 
Fig2. Data uploading in cloud. 
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Fig3. User Login. 

 

  
Fig4. File Download. 

 

V. CONCLUSION 

     This revocable multi-ascendancy CPABE scheme with 

Verifiable outsourced decryption and proved that it is 

secure and verifiable .The revocable multi-ascendancy 

CPABE is a efficient technique, which can be applied in 

any remote storage systems and online gregarious networks 

etc. This survey expounds a revocable multi-ascendancy 

CP-ABE scheme that can fortify efficient attribute 

revocation. Then the efficacious data access control 

scheme for multi-ascendancy cloud storage systems is 

proposed. It eliminates Decryption overhead for users 

according to attributes .This secure attribute predicated 

cryptographic technique for robust data security that’s 

being shared in the cloud. 
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